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ABSTRACT

Using Shor algorithm, factoring and discrete logarithm problem can be solved effectively. The public key cryptography,
such as RSA and ECC, based on factoring and discrete logarithm problem can be broken in polynomial time using Shor
algorithm. NIST has been conducting a PQC(Post Quantum Cryptography) standardization process to select quantum-resistant
public key cryptography. The multivariate quadratic based signature scheme, which is one of the PQC candidates, is suitable
for IoT devices with limited resources due to its short signature and fast sign and verify process. We analyzes classic
attacks and quantum attacks for Rainbow which is the only multivatiate quadratic based signature scheme to be finalized up
to the round 3. Also we compute the attack complexity for the round 3 Rainbow parameters, and analyzes the security level
of Rainbow, one of the PQC standardization candidates.
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Table 3. Security level of NIST

level Security Description complexity
quantum resources binary MQ solver I hard to break AES128 2128
qubits o1 I | hard to break SHA256 9128
NoT 2 m hard to break AES192 192
ONOT P ard to brea 2
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